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1 Virtual machines - an idea whose time has returned: a p plication to network, security , 
and database courses 

William I. Bullers, Stephen Burd, Alessandro F. Seazzu 

March 2006 ACM SIGCSE Bulletin , Proceedings of the 37th SIGCSE technical 

symposium on Computer science education SIGCSE '06, volume 38 issue l 
Publisher: ACM Press 

Full text available: ^| pdf(78.71 KB) Additional Information: full citation , abstract , references , index terms 

Virtual machines provide a secure environment within which students may install, 
configure, and experiment with operating system, network, and database software. This 
paper describes experiences teaching three advanced courses in system and network 
administration, information security and assurance, and database administration using 
VMware workstation in a shared student laboratory. The paper describes benefits and 
challenges in course and lab configuration, security, and administration. 



Keywords: VMware, database, network, security, virtual machines 



Because we have better thin g s to do: automatin g common su p port tasks 
Keith B. Erekson, Stephen G. Lewis 

November 2006 Proceedings of the 34th annual ACM SIGUCCS conference on User 

services SIGUCCS 06 
Publisher: ACM Press 

Full text available:^] pdf(368.87 KB ) Additional Information: full citation , abstract , references , index terms 

As technology permeates more aspects of our everyday lives, greater demands are placed 
on information technology personnel. Lehigh University computing consultants have found 
their scope of responsibility broadening as campus departments turn to computer-based 
workflow solutions. In previous years, consultants were tasked with setup, training, and 
support for PCs and their associated applications. More recently, however, consultants 
have been asked to lend their expertise to the evaluation, desi ... 

Keywords: active directory, automation, ghost, imaging, scripts, utilities, web-based, 
windows XP, windows server 2003 



Guard a g ainst data loss with mondo rescue 
Hugo Rabson 

December 2001 Linux Journal volume 2001 issue 92 
Publisher: Specialized Systems Consultants, Inc. 

Full text available: |jj>) html(18.54 KB) Additional Information: full citation , abstract , index terms 
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Looking for an easy open-source backup method? 



4 Computer forensics laboratory and tools 
Guillermo A. Francia, Keion Clinton 

June 2005 Journal of Computing Sciences in Colleges, volume 20 issue 6 
Publisher: Consortium for Computing Sciences in Colleges 

Full text available:^ pdf(244. 78 KB) Additional Information: full citation , abstract, references , index terms 

The pervasiveness and the convenience of information technology tend to make most of 
society deeply dependent on the availability computers and network systems. As our 
reliance on such systems grows, so does our exposure to its vulnerabilities. Day after day, 
computers are being attacked and compromised. These attacks are made to steal 
personal identities, to bring down an entire network segment, to disable the online 
presence of businesses, or to completely obliterate sensitive information that ... 

5 Virtual disk based centralized mana g ement for enterprise networks 
Yuezhi Zhou, Yaoxue Zhang, Yinglian Xie 

September 2006 Proceedings of the 2006 SIGCOMM workshop on Internet network 
management INM '06 

Publisher: ACM Press 

Full text available: ^| pdf(290.41 KB ) Additional Information: full citation , abstract , references , index terms 

The rapid advances in hardware, software, and networks have made the management of 
enterprise network systems an increasingly challenging task. Due to the tight coupling 
between hardware, software, and data, every one of the hundreds or thousands of PCs 
that are connected in an enterprise environment has to be administered individually, 
leading to high Total Cost of Ownership (TCO). We argue that centralized management 
with distributed, diskless clients, yet centralized repositories of all softw ... 

Keywords: enterprise networks, system management, virtual disks 






Self-or g anizin g s ystems: Ad hoc extensibility and access control TM 
Ulfar Erlingsson, John MacCormick 

July 2006 ACM SIGOPS Operating Systems Review, Volume 40 issue 3 
Publisher: ACM Press 

Full text available: ^ pdf(200.54 KB) Additional Information: full citation , abstract , references , index terms 

General-purpose, commercial software platforms are increasingly used as system building 
blocks, even for dependable systems. One reason for their generality, usefulness, and 
popular adoption is that these software platforms can evolve through ad hoc extensions: 
behavior tweaks outside the scope of supported platform interfaces. Unfortunately, such 
use of internal platform implementation details is fundamentally incompatible with 
security and reliability. Even so, platforms that exclude ad ... 

7 QEMU: a multihost , multitar get emulator Q 
Daniel Bartholomew 

May 2006 Linux Journal, Volume 2006 issue 145 
Publisher: Specialized Systems Consultants, Inc. 

Full text available: |jg html(18.33 KB) Additional Information: full citation , abstract , index terms 
Can a free virtual system offer what you need? 

8 Peer-to-peer infrastructure: Pastiche: making backup cheap and easy Q 
^ Landon P. Cox, Christopher D. Murray, Brian D. Noble 

V December 2002 ACM SIGOPS Operating Systems Review, Volume 36 issue si 
Publisher: ACM Press 

p ii > , j=i, cc Additional Information: full citation , abstra ct, references, cited by. index 

Full text available: TO pdf( 1.65 MB ) . 

^ terms 

http://portal.acm.or^ 6/17/2007 
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Backup is cumbersome and expensive. Individual users almost never back up their data, 
i and backup is a significant cost in large organizations. This paper presents Pastiche, a 

simple and inexpensive backup system. Pastiche exploits excess disk capacity to perform 
peer-to-peer backup with no administrative costs. Each node minimizes storage overhead 
by selecting peers that share a significant amount of data. It is easy for common 
installations to find suitable peers, and peers with high ove ... 

9 Migration: Optimizing the migration of virtual computers Q 
Constantine P. Sapuntzakis, Ramesh Chandra, Ben Pfaff, Jim Chow, Monica S. Lam, Mendel 
Rosenblum 

December 2002 ACM SIGOPS Operating Systems Review, Volume 36 issue si 
Publisher: ACM Press 

i- ii * * ., . , 0 ao h/idx Additional Information: full citation , abstract , references , cited by . index 
Full text available: Tu pdf (l .68 MB) _ 
^ terms 

This paper shows how to quickly move the state of a running computer across a network, 
including the state in its disks, memory, CPU registers, and I/O devices. We call this state 
a capsule. Capsule state is hardware state, so it includes the entire operating system as 
well as applications and running processes. We have chosen to move x86 computer states 
because x86 computers are common, cheap, run the software we use, and have tools for 
migration. Unfortunately, x86 c ... 



10 Mobile services: Reincarnatin g PCs with portable SoulPads 

Ram6n Caceres, Casey Carter, Chandra Narayanaswami, Mandayam Raghunath 
June 2005 Proceedings of the 3rd international conference on Mobile systems, 

applications, and services MobiSys '05 
Publisher: ACM Press 

Full text available: fiDpd ff199.97 KB) Additional Information: full citation, abstract, references , dtecLby, index 
^ terms 

The ability to walk up to any computer, personalize it, and use it as one's own has long 
been a goal of mobile computing research. We present SoulPad, a new approach based on 
carrying an auto-configuring operating system along with a suspended virtual machine on 
a small portable device. With this approach, the computer boots from the device and 
resumes the virtual machine, thus giving the user access to his personal environment, 
including previously running computations. SoulPad ha ... 



11 Technolo g y to enable learnin g : Lab mana g ement strate g ies for IT database 
^ curriculum 

^ Elissa M. Weeden, Gary R. Scarborough, Dianne P. Bills 

October 2003 Proceedings of the 4th conference on Information technology 

curriculum CITC4 '03 
Publisher: ACM Press 

Full text available: ^| pdfd 59.64 KB) Additional Information: full citation , abstract , references , index terms 

Academic departments teaching information technology are faced with competing 
pressures, resources are limited, but student and curricular needs are seemingly 
"unlimited". Computing labs exemplify this contention. Resources in terms of physical 
space, computer equipment, and support staff are limited. However the demands on and 
expectations of academic computing labs are high and ever changing. A typical computing 
lab must be the following: 

Highly functional: 
• Support different curricula 

Keywords: computing lab management, database curriculum, innovative lab 

strategies in IT 



12 S ystem Administration: Large-Scale Linux Configuration Management Q 

Paul Anderson 

April 2000 Linux Journal 
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Publisher: Specialized Systems Consultants, Inc. 

Full text available: jjg] html(15.89 KB) Additional Information: full citation , abstract , references , index terms . 

Mr. Anderson describes some general principles and techniques for installing and 
maintaining configurations on a large number of hosts and describes in detail the local 
configuration system at Edinburgh University. 

13 De p loying the Squid Proxy Server on Linux 
Ian Spare 

March 2001 Linux Journal 

Publisher: Specialized Systems Consultants, Inc. 

Full text available: |g html(24.89 KB) Additional Information: full citation , abstract , references , index terms 

Ian gives an'example of the installation, configuration and maintenance of this multi- 
tentacled invertebrate proxy server. 

14 Petal: distributed virtual disks Q 
Edward K. Lee, Chandramohan A. Thekkath 

September 1996 ACM SIGPLAN Notices , ACM SIGOPS Operating Systems Review , 

Proceedings of the seventh international conference on Architectural 
support for programm ing languages and operating systems ASPLOS- 
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The ideal storage system is globally accessible, always available, provides unlimited 
performance and capacity for a large number of clients, and requires no management. 
This paper describes the design, implementation, and performance of Petal, a system that 
attempts to approximate this ideal in practice through a novel combination of features. 
Petal consists of a collection of network-connected servers that cooperatively manage a 
pool of physical disks. To a Petal client, this collection appear ... 
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The Wonderful World of Linux 2.2: Mr. Pranevich gives us a look at the changes and 
improvements coming out in the new kernel 
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Lehigh University has recently implemented a new PC deployment model which is built 
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around the Universal Imaging Utility, a product of Big Bang, LLC. This model has allowed 
Lehigh to provide a consistent configuration on all desktops while reducing computer 
setup time significantly. The increased efficiency not only benefits the Lehigh IT staff, but 
also reduces downtime for end-users.The Universal Imaging Utility allows Lehigh to create 
a single image that can be deployed to any PC regardless o ... 

Keywords: deployment, desktop support, drivers, ghost, imaging, spyware, viruses 
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Given a sufficiently good network connection, even a handheld computer can run 
extremely resource-intensive applications by executing the demanding portions on a 
remote server. At first glance, the increasingly ubiquitous deployment of wireless hotspots 
seems to offer the connectivity needed for remote execution. However, we show that the 
backhaul connection from the hotspot to the Internet can be a prohibitive bottleneck for 
interactive applications. To eliminate this bottleneck, we propose a n ... 
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In fall of 2003, our department decided to deploy OS X on our 100 or so Apple lab 
computers. Apple provided a free training session on its OS X Server Network Image 
Utility, and we jumped at the opportunity. A month of testing left us frustrated with the 
Network Image Utility and the Netlnstall procedure; they simply did not work as 
advertised. 



Apple's OS X Server imaging tools work fine in certain environments, or with post-flight 
modifications, but we found them to be unusable in ou ... 

Keywords: apple software restore, blast image config, carbon copy doner, casper, 
imaging, labs, mac OS X, netBoot, netlnstall, netRestore, netRestoreHelper. Radmind 
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